Alert: Fraudulent attempts to impersonate BNP Paribas entities in Thailand

We have been made aware of recent attempts to impersonate BNP Paribas and/or BNP Paribas
Securities (Thailand) Ltd. for fraudulent purposes, such as requesting a bank transfer, or purporting
to conduct investment trades. In one of the attempts, the victim was reportedly invited to join an
unauthorized LINE group and deceived into making investment through the fake mobile application
downloaded through Google Play and Apple App Store using ‘BNP Paribas’ name and logo.

We wish to caution our clients and the general public to be alert to fraudulent attempts conducted
through calls, emails, text messages or other communication channels. It is important to note that
the official address of our Thailand website is https://apac.bnpparibas/en/thailand. Please note that
we do not conduct client onboarding, request clients or prospects to open accounts, transfer funds
or conduct other financial product sales activities through this website or any other social media
platform. There is a risk of attempted fraud, and your personal information or device may be
compromised if you visit fraudulent sites.

Please exercise caution before providing any personal details or making any transfer of funds and
always contact your relationship manager to validate the authenticity of these transactions on
his/her usual business contact number known to you. For clients who use BNP Paribas online
banking services, if you are unsure whether a website or a mobile application purporting to be related
to BNP Paribas is genuine, please contact your relationship manager.

BNP Paribas reminds Internet users and investors to carefully identify authentic websites, e-mails
and legitimate financial product sales activities and to invest cautiously to avoid being deceived by
suspicious individuals and suffering losses.

If you suspect that you have been defrauded, please contact the Anti Online Scam Operation Center
(AOC) at 1441 immediately and make a police report either at the police station or online via the
Royal Thai Police Website at https://thaipoliceonline.go.th/

BNP Paribas reserves the right to pursue legal liability for illegal activities carried out by outlaws
impersonating BNP Paribas.


https://apac.bnpparibas/en/thailand?pid=651845
https://thaipoliceonline.go.th/
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